
)'+%� "!/
&#%*+ "�()$�
�����8� (2018/06/22)

�����������

	
���������� 3 
�����



���$��
• <EA/E9�'<EA,�	F��
• ��/E9#-.21�F

�0;>BE0?D,��

• ��#�)��� 5B:��
• ��6E3$�	…"!

����%847CE.,����$�� 
$&( (��+*��)
–@=E7-.21




��=&-8B��
• ;7B0"&,+
–;7B0>'$@A;7B0"&,+ ��3!$<
��

–;7B0"&,+�����4>0)<
–2(.0������

• 1.0?B&,%9;/#
(:B*�, �������)
–	����
–6B0��
–"&,+��
–,%9;/#5B<



��������



&%,!����
• ���
�((,�'$�!)����
�
(&%,!$�!)��" !),���	����+��
–&%,!(��*
–&%,!��������#��'��

&%,!����

&%,!$�!(,�'$�!

http://northern-road.jp/discover/sign/aiueo.html
http://www.city.nayoro.lg.jp/section/kikaku/prkeql000000q4bo.html



0/4+2(%3
• 24'1-*+�!0/4+-*+ 2(%3
�"��
–2(%3: $'&3+
�#��������5
).3,�#���"����"��(� 2 �)

–���0/4+-*+�$'&3+�	�
• ����").3,
– ssh
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hoge@joho18:~ $ ssh hero@joho24
hero@joho24’s  password:
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ssh ����	����
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����: joho18

����: hoge

����: joho24

����: hero
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hoge@joho18:~ $ ssh hero@joho24
hero@joho24’s  password: (�����
��)
….
hero@joho24:~ $ �

����: joho18
�����: hoge
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����: joho24
�����: hero
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– scp
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hoge@joho18:~ $ scp hero@joho24:/home/hero/file.txt ./
hero@joho24’s  password:
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scp ��$����
, 
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����: joho18
���$��: hoge

����: joho24
���$��: hero
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hoge@joho18:~ $ scp hero@joho24:/home/hero/file.txt ./
hero@joho24’s  password: (��"$���)
file.txt 100% 7311     7.3KB/s     00:00
hoge@joho18:~ $ ls
file.txt
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����: joho18
���#��: hoge

����: joho24
���#��: hero
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• Telnet, FTP, SSH
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Telnet(Teletype Network)
• �" ,��$.->=C80254�:@83?
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– telnet
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FTP(File Transfer Protocol)
• 	��'�� )(2+-9���4:0/9
• ��5=0: 21�
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– ftp
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SSH (Secure Shell)
• ��	������"!216+$%)(�
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• ��/6+ : 22�
• -&*+���	
– Telnet, FTP ��� ������
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• ��.4+'3#���!��'05,
– ssh, sftp, scp��
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http://www.chunichi.co.jp/s/article/2016060490221806.ht
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https://web.archive.org/web/20160625093413/http://www.chunichi.co.jp/s/article/
2016060490221806.html : 2016/05/25 web archive, 2017/06/20 ��



SSL/TLS 
(Secure Socket Layer/Transport Layer Security)
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• HTTPS (HTTP over SSL/TLS)
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6E@D(Daemon) (demon : ���% �&F)
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21(FTP)

22(SSH)

80(HTTP)
BSD Daemon Copyright 1988 
by Marshall Kirk McKusick. All Rights Reserved.
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• systemctl*14/%���-524%��
– systemctl*14/: -524���*14/
• ssh�-524%���$: 
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(�) # systemctl stop sshd.service
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• TCP Wrapper
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• /etc/hosts.deny
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• /etc/hosts.allow

–����� hosts.allow������

(�) ALL :  ALL
(&1,'	):(+/"0	)

(�) sshd :  ep.sci.hokudai.ac.jp
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– JPCERT (https://www.jpcert.or.jp/)



http://www.nikkei.com/article/DGXLASDG25H9S_V20C17A4CR8000/ : 2017/04/25 ��,  2017/06/20 ��



http://www.nikkei.com/article/DGXLASDG25H9S_V20C17A4CR8000/ : 2017/04/25 ��,  2017/06/20 ��



JPCERT (Japan Computer Emergency Response Team)

JPCERT ���� (https://www.jpcert.or.jp/at/2018.html) 2018/06/21 ��
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– apt update
• ��!=80I3��)�	(5/CD9+��&�$)

– apt upgrade
• ��!7-GFI<H,G4;IE
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– http://www.ep.sci.hokudai.ac.jp/~inex/y2015/0617/lecture/pub/

• JPCERT CC
– https://www.jpcert.or.jp/

• <),*-.C@&;68AC251=?7+��
72:62- &"%PC UNIX>C4#3,8��
�$�(	51=?7+0,9, 
����, 
2001 � 10 �

• ���%���/B8?C3,B����'�!, 
������
– http://www.city.nayoro.lg.jp/section/kikaku/prkeql00

0000q4bo.html
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– http://northern-road.jp/discover/sign/aiueo.html
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– http://www.chunichi.co.jp/s/article/2016060490221806.html
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5 DIE:&��@"6, ��
#��% , 2017/04/25
– http://www.nikkei.com/article/DGXLASDG25H9S_V20C17A4CR8000/

• SSL/TLS 9;LSSL CMG(��9; , GlobaSign GMO 
INTERNET GROUP
– https://jp.globalsign.com/service/ssl/knowledge/

• )(� 2 CA 3 Certificate Authority / CA� , IT �*,
	 e-Words
– http://e-words.jp/w/%E8%AA%8D%E8%A8%BC%E5%B1%80.html


